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Vendor & Software Due-Diligence Workbook
Evaluate business fit, implementation, security, data rights, support, total cost, and exit before signing.
	A successful demo proves the demo worked. Require evidence that the product fits your workflow and that you can control, export, and protect your data.


Need and ownership
Problem and required outcome  What must improve and how will it be measured?
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Decision owner / operator / security reviewer  Name separate responsibilities
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Workflow fit
Critical workflows  Input, action, decision, exception, output, and owner
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Pilot evidence  Realistic scenario, result, failure, and user feedback
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Security and privacy
Authentication, roles, least privilege, and offboarding reviewed
Encryption and data locations understood
Logging, monitoring, backup, recovery, and incident process reviewed
Subprocessors, data use, AI training use, and retention disclosed
Independent assurance and remediation status reviewed
Open security questions  Question, evidence requested, owner, and decision deadline
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Data and integration
Data in / data out  Formats, APIs, rate limits, ownership, export test, deletion
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Dependencies  Identity, email, payments, CRM, accounting, or other critical systems
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Commercial and exit
12-month total cost  Licenses, implementation, migration, integration, support, training, usage, and internal labor
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Contract risks  Renewal, price changes, SLA, liability, data terms, termination, and transition assistance
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Exit test  How data and operations return to your control
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Decision
Recommendation  Approve, pilot, negotiate, defer, or reject - and why
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
Conditions  Evidence, contract changes, controls, and owner before go-live
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
________________________________________________________________________________
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